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	Website Policy

Strategic Power Systems, Inc.¨ ("SPS") is the operator of this Web site (“Site”). This privacy policy describes the type of information SPS collects from visitors to this Site and what SPS does with that information. This policy applies to all pages within the Site. This Privacy Policy will be continuously assessed against new technologies, business practices and customers’ changing needs. SPS may change its privacy practices from time to time.
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What Type of Information Does SPS Collect?
When you visit the Site, SPS may ask that you register and provide contact information including your name, company name, address, telephone and facsimile numbers and e-mail address.
If you use SPS’ services or otherwise make use of the Site, we may ask you to provide further information.

Use of Cookies
When you visit this Site, SPS collects certain routing information such as the Internet Protocol address of your originating Internet Service Provider, and information provided by “cookies” stored on your hard drive. Cookies are small data files containing a unique identifier so that SPS can recognize you each time you return to this Site, and which keep track of the pages you view on this Site and which services you use. This information allows SPS to provide more tailored and user-friendly services. SPS Inc. uses cookies to improve your experience on our website and in order to manage technical issues that may arise during your ORAP experience.  For example, we collect demographic information, such as your country and preferred language, so that you can navigate our website effectively.  Second, the use of cookies on our website allows us to create a session ID - a unique number assigned by our website server to a specific user for the duration of that user’s visit, or session.  A session ID allows us to ‘profile’ your use of our website, so that we can store temporary data that is useful to you.  For example, it allows us to maintain your language preferences or to apply security access controls.

SPS also collects aggregate information about the use of this Site, such as which pages are most frequently visited, how many visitors the Site receives daily, and how long visitors stay on each page. Some applications contained within this Site may also collect information when particular documents are viewed, downloaded or uploaded.
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How Does SPS Use The Information Collected?
The information SPS collects from and about you and your company may be used in the following ways, among others: to fulfill requests, to provide information in response to requests, to process, execute and monitor orders, to notify you and third parties of the status of requests, product configurations or productions, to provide you with information about services SPS believes you will find useful, or to notify you of updated information, changes to the Site, or new products and services that SPS thinks might be beneficial to you or your business. SPS also may combine information you have provided in prior communications offline with the information you have given online to provide a more customized experience for visits to this Site.

SPS uses demographic and Site usage information collected from visitors to, among other purposes, improve the usefulness of this Site and to prepare aggregate, non-identifying, information used in marketing, advertising, or similar activities. From time to time, some information may be purged from SPS’ systems at SPS’ sole discretion.

If you send us e-mail, be aware that your return address will be displayed in the header we receive. We will use this information to answer your inquiry and we may keep your message as a record of our contacts.
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With Whom Does SPS Share Information?
SPS may provide the information collected about you and your company, including your e-mail address or other identifying information, to affiliates and to third parties to provide the services that have been requested. Prior to sharing your personal information with any third-party, SPS will obtain your consent.  

SPS may provide aggregate statistics about visitors, Site transactions or other Site activity.

SPS may disclose information about you or your company if it has a good faith belief that it is required to do so by law or legal process, to respond to claims, or to protect the rights, property or safety of SPS, SPS customers, or others.
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How is Your Information Protected?
If you send us information or data via e-mail or our website contact form, the information is not secured through encryption unless SPS specifically advises you otherwise.

While we strive to protect your personal or company information when stored on our servers, we cannot guarantee or warrant the security of the information you transmit to us and if you choose to use our Site, you do so at your own risk.
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Personal Data Privacy Notice
Strategic Power Systems Inc. and SPS International (UK) Ltd. – collectively referred to as “SPS” - collect, use and are responsible for certain personal data about you.   Our processing of your personal data is regulated by legislation, including the European Union’s General Data Protection Regulation 2016 (GDPR) and the United Kingdom’s Data Protection Act 2018 (“DPA 2018”). According to that legislation, the term “personal data” refers to information which relates to a living individual (“data subject”) who can be directly or indirectly identified.
This privacy notice explains how SPS uses the personal data collected, what data protection rights exist, and how you can contact us should you wish to enforce these rights.
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1. Personal data collected and processed

Your personal data includes any information that relates to you as an identifiable individual.  For the purposes of conducting business with you, SPS may collect your first and last names, titles, phone numbers, business titles, employee ID number, or email address.  Where the individual is an employee of an SPS customer, SPS may use your personal data to provide services to its customer, your employer.  Our legal basis for processing this personal data in these circumstances is the fulfilment of contractual obligations in relation to your employer.  
Alternatively, we may collect and process your personal data in order to communicate with prospective SPS customers.  Our legal basis for processing personal data in these circumstances is that of the legitimate interests of SPS.   In these cases, we are using your personal data in ways you would reasonably expect and which are low-risk.  

2.  How SPS obtains your personal data

As an employee of an SPS customer, your employer may supply SPS with your personal data in order to provide access to our Operational Reliability Analysis Program (‘ORAP’), a database that captures data from power plants to develop insights from asset performance.  In this event, the provider of your personal data is your employer.  SPS collects this data by means of user account request correspondence and subsequent related communications.  SPS may also collect personal data, such as your name and email address from email communications or website “contact us” requests.

SPS may also collect the personal data of prospective customers through trade shows and industry contacts.  Where we have collected your personal data in this way, we rely on the legal basis of consent to process your personal data for SPS business purposes only.  Moreover, where consent is the basis for our processing, you have the right to withdraw your consent at any time: see section 6, “Your rights.”

Finally, we also collect certain types of personal data through our websites.  Please see our website policy above.

3.   Lawful grounds for processing your personal data

In order to lawfully process your personal data, SPS must have a legal basis to do so.  Our legal basis for using your personal data is the performance of a contract, namely, the contract which we have with your employer to provide the ORAP service, or to solicit new SPS business with you or your employer.  In the case of a contract, this requires us to use limited amounts of personal data about you, such as your name, job title, and email address, in order to provide secure access to the ORAP system and to send and receive communications for the fulfilment of that contract.  Because we receive that data as a result of that contract, your employer is the “data controller:” the organization that determines the purposes and means of processing your personal data.
  
4.  Transfers of your personal data

SPS International (UK) Ltd. is wholly owned by Strategic Power Systems Inc., which has its principal headquarters in Charlotte, North Carolina, United States of America.  In order to undertake our contractual obligations – to facilitate and maintain access to the ORAP system – it is necessary to share data between our UK and US offices via our internal systems.  SPS staff require access to your personal data for limited purposes.  This is called an international transfer of personal data.    There are two primary methods of transfer.  First, SPS personnel may access your personal data via our Virtual Private Network (VPN).  This is a secure connection provided over the Internet which links our US and UK operations. Second, your personal data is physically located on our servers in our corporate Data Center in the United States and consequently your personal data will be transferred to the United States.

Organizations are able to transfer personal data to countries outside of the EEA where the organization receiving the personal data has provided additional adequate safeguards which serve to ensure the protection of your personal data.    These include organizational safeguards, such as data protection training, and technical safeguards, such as the use of encrypted email transmissions, secure servers, and the use of firewalls.

5.  Retention of your personal data

The GDPR and DPA 2018 require that personal data is kept for no longer than is necessary for the purposes for which it is processed, with specific and limited exceptions.  In order to retain essential historical records for SPS business purposes, SPS may retain your personal data for a period of time.  A request to SPS can be made at any time to review your retained personal information.  You have the right, upon leaving your company, to request the deletion of all of your personal data.  

6.  Exercising your privacy rights  

EU citizens have eight rights under the General Data Protection Regulation, which came into force 25 May 2018. These rights are summarized below.

· Information Rights – Where your personal data has not been obtained from you, the data controller will provide you with information on its use of your data.  Generally, the data controller is your employer.

· Access rights – You have the right to obtain from the data controller confirmation as to whether or not personal data concerning you are being processed.  Where this is the case, you have the right to the information provided in this document.

· Rectification rights – You have the right to obtain from the data controller the correction of inaccurate personal data concerning you without undue delay.  
	
· Erasure rights – This right is also known as the ‘right to be forgotten.’  You have the right to obtain from the data controller the erasure of personal data concerning you without undue delay.  One of the following conditions must apply before the controller is obligated to erase your data.  
a) The personal data is no longer necessary for the purposes for which it was collected or processed.
b) If consent was our legal basis for processing your data and you withdraw your consent.
c) You object to our use of your data, and there are no overriding legitimate grounds for the processing
d) Your personal data has been unlawfully processed
e) The personal data must be erased for compliance with an EU or UK law to which we are subject

· Restriction Rights – You have the right to obtain from the data controller the restriction of processing under certain circumstances, such as where you dispute the accuracy of the personal data, or where the use of your processing is unlawful but you oppose its erasure and request the restriction of its use instead.

· Notification rights – You have the right to be notified where your personal data is rectified or erased, unless this is impossible or involves disproportionate effort.

· Data portability rights – You have the right to receive the personal data concerning you, which you have provided, in an appropriate format.

· Objection rights – You have the right to object to the use of your personal data at any time.

· Non-Subjection to Automated Decision-making – You have the right not to be subject to a decision based solely on automated processing, which produces legal effects or significantly affects you.

8.  How to contact us

If you have questions about our privacy policy, the data we hold about you, or in the event that you wish to exercise one of your data protection rights, please contact your employer in the first instance. 
Should you need to contact us about your personal data, please contact SPS using the “Contact Us” facility on our corporate website at www.spsinc.com or by telephone using our published contact information.

National Data Protection Authority

For EU and UK citizens, if you have concerns about our organization’s information rights practices that you believe we have not addressed satisfactorily, you may contact the UK Information Commissioner’s Office (ICO) via its helpline on 0303 123 1113 or by visiting https://ico.org.uk
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